PRIVACY & DATA PROTECTION
FOUNDATION

Exam Syllabus

TTTTTTTTT



Privacy & Data Protection Foundation Exam Syllabus

Table of contents

160 ] 01 =) (PP UTTT SRR 2
EXQM FEOUITEMENTS ..eeiiiiiiiiiiitete ettt e e e e ettt e e e e e s s btbe e e e e e e e s saaasreeaeeeeenas 2
LI L =LA TU Lo 1= o ol PP 2
P R O UISTEES . . ettt aan 2
EXaM iNfOrMation ....cce i sbae e saaeeea 2
EXamMIiNation details ..cccueiiiiieiiiieiie ettt e te e s ae e saaeeea 2
EXQM FEOUITEMENTS ..eeiiiiiiiiiieteeee ettt ettt e e e e st e e e e s s s e s aababeeeeeessssanbanaaeeeessnnannns 3
N T Y o T=To ) o 1 o o L PSPPI 4
[ =T 1 U] T PP PPPPPUPPTN 7
EXQM-lItErature MAtriX ..eeeeeeieieeecie ettt e ste e s ste e e st e e ebeeessteesnbeesseeesnreeenneens 7
HOW 10 DOOK YOUI EXAM ..eiiiiiiiiieiciiiee ettt e sttt e e et e e e st ae e e e sbteeeesbeeeeesabeaeessassaeaeanns 8
SYSTEM FEQUITEIMENTS eiiiteeee ettt ettt e e e s s ettt e e e e s s sbabttaeeeesssaabesaaaeeesssssnnsseees 8
RESUIES .ttt ettt e s e st e e bt e e s bt e s bb e e sab e e s bt e e abeesabeesbeeesabeeeareas 8
D=1 =1 I o= [o f= =Tt 9
Disclaimer

Although SECO-Institute has made every effort to ensure that the information in this exam
syllabus book was correct at publication time, SECO-institute does not assume and hereby
disclaim any liability to any party for any loss, damage, or disruption caused by errors or
omissions, whether such errors or omissions result from negligence, accident, or any other
cause.

Copyright notice

Copyright © SECO-Institute, 2018. All rights reserved
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Context

This course constitutes the first level of the Certified Data Protection Officer certification
track of the SECO-Institute's Cyber Security & Governance Certification Program. The
successful completion of a Data Protection Foundation course provides candidates with
sufficient knowledge to be able to continue with the Data Protection Practitioner course.

Exam requirements
e General introduction to the historical and legal context of European privacy and data
protection legislation and the General Data Protection Regulation (GDPR)
e GDPR: Personal data and the processing principles
e GDPR: Restrictions on the processing and obligations of the controller and the
processor
e  GDPR: Communication obligations and accountability

Target audience
Anyone whose professional activities involve or affect personal data, or who would like to
acquire a solid understanding of the GDPR. This includes, in particular

e (future) Data Protection or Privacy Officers
e Legal Officers

e Compliance Officers

e Security Officers

e Business Continuity Managers

Prerequisites
e None

Exam information

The SECO-Institute offers its official Privacy & Data Protection Foundation courseware
through accredited training centres where candidates are trained by accredited instructors.
Candidates can take their exams at an accredited exam centre or directly with the SECO-
Institute.

Examination details
e Computer-based
e Multiple choice: 40 questions
e Time allotted: 60 minutes
e Pass mark: 60% (60 points out of 100 points)
e Open book/notes: no
e Electronic equipment permitted: no

The Rules and Regulations for SECO-Institute examinations apply to this exam.
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Exam requirements

The following tables list the exam requirements and exam specifications.

Requirements

Privacy & Data Protection Foundation

Regulation (GDPR)

2. GDPR: Personal data and the processing principles

General introduction to the historical and legal context of European
privacy and data protection legislation and the General Data Protection

3. GDPR: Restrictions on the processing and obligations of the controller

and the processor

4. GDPR: Communication obligations and accountability

Required prior None
knowledge
Learning levels X Know | x | Understand Apply Analyse, Create

Synthesise
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Exam specifications

Requirements, specifications, testing levels Bloom
level
1. | General introduction to the historical and legal context of European privacy and
data protection legislation and the General Data Protection Regulation (GDPR)
1.1 The candidate can describe the most relevant historic moments and
documents in the development of the right to privacy and the right to data
protection

The candidate is able to:

1.1.1 | Recall the legal history of privacy and data protection, leading up 1
to the GDPR

1.1.2 | Describe legal instruments in the context of privacy and data 1
protection legislation

1.1.3 | Recall main international and EU laws in the context of privacy and 1
data protection

1.2 The candidate can describe the general aspects of the General Data
Protection Regulation (GDPR)

The candidate is able to:

1.2.1 | Describe the purposes of the General Data Protection Regulation 1
(GDPR)

1.2.2 | Describe the main data protection roles defined in the GDPR 2

1.2.3 | Recall how supervision of the GDPR is organised 1,2

1.2.4 | Recall the structure of the GDPR 1

Requirements, specifications, testing levels level
2. | GDPR: Personal data and the processing principles

2.1 | The candidate can describe personal data and the scope of the GDPR

The candidate is able to:

2.1.1 Describe the material and territorial scope of the GDPR 1,2
2.1.2 Recall the definition of personal data 1
2.1.3 Differentiate between different types of personal data 2

2.2 | The candidate can describe the concept of processing and the general
principles that govern the processing of personal data

The candidate is able to:

2.2.1 | Recall the definition of processing 1
2.2.2 | Recall the different types of processing 1
2.2.3 | Describe the data processing principles 1,2
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Requirements, specifications, testing levels level

3. | GDPR: Restrictions and Obligations

3.1 The candidate knows what factors may result in restrictions on the
processing of personal data

The candidate is able to:

3.1.1 | Recall the factors that may result in restrictions on the 1
processing

3.1.2 | Describe how the nature of the personal data can impose 1,2
restrictions on the processing of personal data

3.1.3 | Describe how the nature of the processing can impose 1,2
restrictions on the processing of personal data

3.1.4 | Describe how the data subject can impose restrictions on the 1,2
processing of personal data

3.1.5 | Describe how the GDPR’s territorial scope can impose 1,2
restrictions on the processing of personal data

3.2 The candidate knows what obligations the GDPR imposes on
controllers and processors

The candidate is able to:

3.2.1 | Recall the obligations imposed on controllers and processors 1

3.2.2 | Describe appropriate technical and organisational security 1,2
measures

3.2.3 | Describe controllers’ and processors’ documentation 1,2
obligations

3.2.4 | Describe controllers’ and processors’ obligation to cooperate 1,2
with the independent supervisory authority

3.2.5 | Describe the requirements relating to Data Protection Impact 1,2
Assessments (DPIAs) and the role of the Data Protection
Officer (DPO)
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Requirements, specifications, testing levels level

4. | GDPR: Communications and Accountability

4.1 The candidate knows when and how the controller must
communicate with stakeholders (data subjects, recipients and the
supervisory authority)

The candidate is able to:

4.1.1 | Recall the types of communication required by the GDPR 1

4.1.2 | Describe what information data subjects must receive 1,2
about the processing and how this information must be
presented

4.1.3 | Recall what information the recipients of personal data 1
must receive

4.1.4 | Recall the controller’s obligation to consult the supervisory 1
authority

4.1.5 | Describe the data breach notification obligation 2

4.2 The candidate recognises the importance of accountability and

knows what accountability tools can be used to demonstrate
compliance with the GDPR

The candidate is able to:
4.2.1 | Recall the definition of accountability 1

4.2.2 | Describe how approved codes of conduct and data 1
protection certification mechanisms can help the controller
to demonstrate compliance with the accountability

principle

4.2.3 | Describe what documents the controller/processor should 1,2
create and maintain to demonstrate compliance

4.2.4 | Recall the investigative and corrective powers of the 1
independent supervisory authority

4.2.5 | Describe the types of measures and fines that can be 2

imposed on the controller or processor




Literature

SECTEEE Course material

Optional

Publications listed in the Goodie Bag (see last section of course material)

Exam-literature matrix

Exam
specification

Exam
requirement

Literature

Chapter reference(s)

1 1.1 Section 1 Introduction
e Legal Context
1.2 Section 1 Introduction

e Legal Context
e Main Players

2 2.1 Section 2 The House of Data Protection —
Foundation
2.2 Section 2 The House of Data Protection —

Foundation

The House of Data Protection —
Processing Principles

3 3.1 Section 3 The House of Data Protection —
Restrictions
3.2 Section 3 The House of Data Protection —
Obligations
4 4.1 Section 4 | The House of Data Protection —
Communication
4.2 Section 4 The House of Data Protection —

Accountability
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How to book your exam

All our exams are delivered through an online examination system called ProcterU. To enrol for an exam,
go to: https://go.proctoru.com/

Make sure you are well-prepared. Use the ProctorU Preparation checklist to assess whether you are ready
to take the exam.

If you are a new user, select Test Taker. Select "SECO-Institute" as the institution and fill in all the necessary
information. See the instructions for more information. Once you have scheduled your exam, you will be
asked to pay the exam fee. If you have an exam voucher, please fill in the access code.

Our online examination system allows you to book your exam and take it at any place convenient to you.
Do you prefer your kitchen table, your home desk or your office? Would you rather take a test in the day
or at night? It is all up to you!

System requirements

To ensure the quality and security of the examination, you will have to meet specific requirements regarding
your computer configuration, your exam environment and your behaviour during the exam. Click here to
see the requirements.

The exam will be taken with special proctor software. To enable webcam and audio recording during the
exam, you have to install software that monitors your activities.

Your exam will be recorded through your webcam and microphone. The recordings will be reviewed by
multiple proctors after you have completed the exam. The proctors will check if you comply with all the
requirements for the examination.

Results

If no non-conformities are detected by the proctors, you will receive the final result by email one month
after completing the test. The email will also contain information on how to claim your certificate and digital
badge as well as how to use your title.



https://go.proctoru.com/
https://www.seco-institute.org/html/filesystem/storeFolder/10/ProctorU-Exam-Preparations.pdf
https://www.seco-institute.org/html/filesystem/storeFolder/44/ProctorU-How-it-Works-TEST-TAKER.pdf
https://www.seco-institute.org/html/filesystem/storeFolder/44/Access-Code-Instructions.pdf
https://www.seco-institute.org/html/filesystem/storeFolder/44/ProctorU-Technical-Requirements-One-Pager.pdf
https://www.seco-institute.org/html/filesystem/storeFolder/44/ProctorU-Technical-Requirements-One-Pager.pdf
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Digital badges

SECO-Institute and digital badge provider Acclaim have partnered to
provide certification holders with a digital badge of their SECO-Institute
certification. Digital badges can be used in email signatures as well as on
personal websites, social media sites such as LinkedIn and Twitter, and
=AU AT electronic copies of resumes. Digital badges help certification holders to
convey employers, potential employers and interested parties the skills
FOUNDATION they have acquired to earn and maintain a specialised certification.

SECO

Claim your title here: https://www.seco-institute.org/claim-your-title
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may not be submitted or made available to third parties under whatever title without the prior explicit
permission of the SECO Institute.

Although the SECO Institute has done everything to prevent irregularities in this document, errors may still
occur. Therefore, any person who acts on the basis of the content of this document does so at his/her own risk
and is aware of the fact that the SECO Institute cannot be held accountable for any possible damage ensuing
from his/her actions.

The authors of this document have done their utmost to identify all possible rightful parties other than the SECO
Institute. Should you be a rightful party, or represent one, or know one, and be of the opinion that this document
unjustly contains copyrighted material, please do not hesitate to contact the SECO Institute.



